New Cybersecurity Requirements

Cybersecurity Incident Reporting
 Beginning March 26, 2026, all State Pollutant Discharge Elimination System (SPDES) permittees, both publicly and privately owned, must report all cybersecurity incidents to DEC within 24 hours of becoming aware of the incident. Please refer to the attached flyer entitled “How to Report a Wastewater Cybersecurity Incident to DEC” for more details.
 
Required Cybersecurity Training for Wastewater Operators
 Grade 1/1A and 2/2A licenses expiring on or after January 1, 2027, will require two (2) hrs. of the renewal hours to be cybersecurity related.
   Grade 3/3A and 4/4A licenses expiring on or after January 1, 2027, will require four (4) hrs. of the renewal hours to be cybersecurity
 
Each of these requirements apply only to Publicly Owned Treatment Works (POTWs). Each requirement is effective March 11, 2027, with first annual compliance certified on or before March 28, 2027.
· Emergency Response Plan (ERP) and Cybersecurity Incident Response Plan (IRP): POTWs are required to use either existing plans (if certain requirements are met) or establish, maintain, and implement new plans using United States Environmental Protection Agency (EPA) templates incorporated by reference into the regulations. The cybersecurity IRP must be incorporated into the overall ERP. See 6 NYCRR 750-2.9(d) and 2.9(e)(3).
· Access Control and Authentication: POTWs must establish, maintain, and implement written rules and/or procedures that address password security, complexity and management; disallow use of default credentials; and require multi-factor authentication (MFA) for any allowable remote access to Operational Technology (OT). See 6 NYCRR 750-2.9(e)(1)(i).
· Vulnerability Management: POTWs must establish, maintain, and implement a written cybersecurity vulnerability management process that incorporates specific steps laid out in the regulation. See 6 NYCRR 750-2.9(e)(1)(ii).
· Secure Network Structure: POTWs must establish, maintain, and implement a written description of network structure that protects operational technology (OT) by separating it completely from information technology (IT) and external networks such as the internet, or by securing necessary connections using appropriate cybersecurity controls. See 6 NYCRR 750-2.9(e)(1)(iii).
· Network Monitoring and Logging: POTWs with design flows 10 million gallons per day (MGD) or more, must implement network monitoring and logging, unless: 1) there is no connection between IT/external networks and OT, or 2) the only connection between OT and IT/external networks is devices that only allow, and are only capable of allowing, data to travel unidirectionally from OT. See 6 NYCRR 750-2.9(e)(2).
· Documents Incorporated by Reference: DEC incorporated six new documents by reference into Part 750. These documents must be used by POTWs to establish, maintain, and implement the emergency response planning and cybersecurity controls required in 6 NYCRR 750-2.9(d) and (e). See 6 NYCRR 750-2.9(e)(4).
· Annual Certifications: The principal executive officer or ranking elected official (or a duly authorized executive-level official) of any municipality that is the legally responsible party (LRP) for a POTW must certify annually, by March 28th, that the POTW is complying with the provisions of the new regulation. The first required annual certifications will be due on March 28, 2027 through DEC’s nForm platform. 
 
	Requirement
	Applicability
	Effective Date

	Mandatory Cybersecurity Incident Reporting
	All SPDES Permittees (publicly owned and privately owned)
	March 26, 2026

	Cybersecurity Training
	NYS-certified Wastewater Operators
	All certificates that expire on or after January 1, 2027

	Emergency Response Plan (ERP) with Cybersecurity Incident Response Plan (IRP) incorporated
	All POTWs
	March 11, 2027

	Written rules and/or procedures for access control and authentication
	All POTWs
	March 11, 2027

	Written cybersecurity vulnerability management process (including cyber asset inventory)
	All POTWs
	March 11, 2027

	Network Monitoring and Logging
	POTWs with a design flow of greater than or equal to 10 million gallons per day (MGD)
	March 11, 2027

	Documents Incorporated by Reference
	All POTWs
	March 26, 2026 (to be used in establishment of cyber controls due on March 11, 2027)

	Two Annual Certifications (one for ERP and one for all cyber controls)
	Principal executive officer or ranking elected official of any municipality that is the legally responsible party for a POTW, or an executive level municipal official that is a duly authorized representative of that person
	March 28, 2027




Cybersecurity Grant Opportunity 
 
To support implementation, Governor Hochul is launching the new $2.5 million Strengthening Essential Cybersecurity for Utilities and Resiliency Enhancements (SECURE) grant program, administered by EFC. Applications open today. Funding includes:
· Up to $50,000 for cybersecurity assessments
· Up to $100,000 to implement cybersecurity upgrades
EFC’s Community Assistance Teams are available to provide no-cost guidance and tools to help water and wastewater systems implement cybersecurity best practices. Communities can request one-on-one consultations, apply for the SECURE grant, and access centralized training and best practice resources on EFC’s Cybersecurity Hub.

